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Dear Parents,

A letter was sent home at the end of last term regarding the use of social media and online safety. We know
that it is mainly the older children in school who use social media, but online safety is relevant for all ages.
For many using social media it appears to be causing them increased anxiety and upset with some reporting
obsessive behaviours relating to having to look at their phone/tablet to keep checking on their apps in case
they miss something. Further information has now become available which we would like to share with you
because both as a school and as parents we have a key role in helping all our children to be safe online.

We are aware that some of our children are using the app Musical.ly outside of school. Musical.ly is a free
social media music app where users can watch user generated lip sync video, and create video themselves
lip-syncing or dancing to music available on the app. Concerns relating to this app in terms of safeguarding
are well-known. These relate to content (explicit materials), contact (children being groomed online through
the app) and links within the app which lead to exposure to very explicit materials/sites. (See link below and
other news stories relating to the use of this app).

The app is designed for children aged 13+ but the app's own terms and conditions state that users must
affirm that they are 18+ which gives some indication of the risks in using it for younger children.

If your child is using the app, please check the following:
e What are they posting?
e Who are they communicating with?
e What are they accessing through the app?

https://thecybersafetylady.com.au/2016/03/musical-ly-not-for-kids/

There is also some information about Minecraft. A number of our pupils play Minecraft regularly and
although it can be an amazing learning tool a recent news item has highlighted the dangers that some pupils
may face. The risks associated with unmoderated use of online games remains. There have been two stories
published in the news recently about children being groomed online through Minecraft.

Paedophile groomed boys online through Minecraft
http://www.bbc.co.uk/news/uk-wales-south-east-wales-38691882

Minecraft: Grooming dangers for children gaming online
http://www.bbc.co.uk/news/uk-wales-38284216

For help and advice please visit the following website which has a wealth of information on how to support
and protect your child when using Minecraft.
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/minecraft-a-parents-

guide/



mailto:office@brampton.cambs.sch.uk
http://l.facebook.com/l.php?u=http%3A%2F%2FMusical.ly%2F&h=ATPetd8PmoJgF1lZ7w8JYlhe0mivdfpBtne1VEBUpbaJviU0qZ9LoTGJczKrzHqaRNL68kG0pGrCsnPefzNRT9tee8Y5O1amcxgqtokiygcWLQnZ0oFqVfDFtI4&enc=AZM8VGdmFTgLdx4YN3SSuBUbLgo10cdfb83V3Tut60qfFHbyTErfLyj6z4ES5sYqM-rnLEjmrIZnn24SrH1sTNTcXgWYNFZxxQZqhKxgL720iNOjBw67EgYEpiUqlay4D4UoucbKJvqDLfJ7Ll4hke9k-oq4uMI1peeGQFq8JppemyHH0ERjV_X2jY5v1zOvSuoGxixIzcOfkNpxJ7KVjNdu&s=1
http://l.facebook.com/l.php?u=http%3A%2F%2FMusical.ly%2F&h=ATMlPh-0nBVAo05p5EE0ynk4zU7kxeWFmIP0m_ZOQPBhwmaLPTZwwm1RZvImDb3mrDRX6tGQCvpnQTmj_4lcp3BtIeo4A_kiSljcc4UDM3hWrLhsZLEULikvgnQ&enc=AZNI5Rt9Hr9btiCtRBiFpDTwAWSXGZNoy9oB8S52_pwN5S5xs_ABPYIjonYfDb-pBRP4vwDht78gFMlRSTUeL_9He7YiGkwoNtIf8wlEdEMeJTvO3DGKPYP8yO4EcquqtV8piCzQrv_d0ihF2Slc31n3t6XDXGEbpk-wVtatn3Gp6YeSr5_nmnYGFQOSmDxcgb1-1Hsf4f0TTvTUJnS-VEaN&s=1
https://thecybersafetylady.com.au/2016/03/musical-ly-not-for-kids/
http://email.schoolcomms.com/wf/click?upn=6sT2oTQ-2F1nucWkwtVG2XVZxCfG-2FlQ5S8J9oU241wm3DeZ7HT1kexhOcFqimu-2Bra7VGr8ll1t6WRSuXQ0wTCNvLW8jt5IS8mnwGKGto2-2BSik-3D_ALbwpie-2BzCy6uqr3wNU5V4pSGeK5nwk91LAyL9fSAax80yp-2FkSZbYM97-2BK8bspIFTdLtXUzwvefzBdbIlOTHWF5MqA3DRq-2BAR0JhmrCuasHDWhRlP29Ifd-2B4CK72AgLCBfGoSQzLlKOAZd80PflvkcFtajLtuDXauDsbWRdiqdgsVxjksSjyXAtojJAn8-2FlDDBnttcYil76k5-2F-2Be0D8AR2Jf-2BD-2B329pdne83eieLDqJV5DDfYxav89CXu2syCLCRe48GpG7ZLDUZ7VyRzDgWFQ-3D-3D
http://email.schoolcomms.com/wf/click?upn=6sT2oTQ-2F1nucWkwtVG2XVZxCfG-2FlQ5S8J9oU241wm3CxhDOxm0p4cpvCamG9v6t0xbabO9QdTcMLo5HVKExFxg-3D-3D_ALbwpie-2BzCy6uqr3wNU5V4pSGeK5nwk91LAyL9fSAax80yp-2FkSZbYM97-2BK8bspIFTdLtXUzwvefzBdbIlOTHWF5MqA3DRq-2BAR0JhmrCuasHDWhRlP29Ifd-2B4CK72AgLCDIqX-2BOy3s4Xy-2F-2BXW-2BgcH1G5rO7uxr3Pzsoe55pW1ilUPKe1Vk5WMpGp-2Bra20ndqQo28dstZrKEj3Y05-2FG9d1o8hKHX6UD0w03Hl8JxhqeYFkTr118qEfCWwj5zJ9rqlRQIQkoMbaxtpBcnZR0lOCiQ-3D-3D
http://email.schoolcomms.com/wf/click?upn=b8obK9fYyvO8CnxqVw3ADENFrjswa3weJ7U5glVv4w9Dw8rLbVSiPxg-2BF7PFqGJDeDowkNMR4SoNCdnfYiutDNDHJgtyo1VaqZ757ik2q6Ihn8H8aiPaL3QrFzNLeR1H53n5oP5ncJIPFrYWCotGqQ-3D-3D_ALbwpie-2BzCy6uqr3wNU5V4pSGeK5nwk91LAyL9fSAax80yp-2FkSZbYM97-2BK8bspIFTdLtXUzwvefzBdbIlOTHWF5MqA3DRq-2BAR0JhmrCuasHDWhRlP29Ifd-2B4CK72AgLC-2FMkAWbeR1ZcwgcucVrdq7OX1144ftMyzYo5UOf5M6cQvKmyKY51XDxRunxTx411RGWeCSybYLMqN-2FKT1g3VdPTkUUXqQcC3a1gBFkWOkrM9iIk49lj44SOGGEbc1ZIixy8046JUyL65v7wPU0860uA-3D-3D
http://email.schoolcomms.com/wf/click?upn=b8obK9fYyvO8CnxqVw3ADENFrjswa3weJ7U5glVv4w9Dw8rLbVSiPxg-2BF7PFqGJDeDowkNMR4SoNCdnfYiutDNDHJgtyo1VaqZ757ik2q6Ihn8H8aiPaL3QrFzNLeR1H53n5oP5ncJIPFrYWCotGqQ-3D-3D_ALbwpie-2BzCy6uqr3wNU5V4pSGeK5nwk91LAyL9fSAax80yp-2FkSZbYM97-2BK8bspIFTdLtXUzwvefzBdbIlOTHWF5MqA3DRq-2BAR0JhmrCuasHDWhRlP29Ifd-2B4CK72AgLC-2FMkAWbeR1ZcwgcucVrdq7OX1144ftMyzYo5UOf5M6cQvKmyKY51XDxRunxTx411RGWeCSybYLMqN-2FKT1g3VdPTkUUXqQcC3a1gBFkWOkrM9iIk49lj44SOGGEbc1ZIixy8046JUyL65v7wPU0860uA-3D-3D

We have also been made aware of children using Instagram and it causing some distress with groups of
children posting videos. The minimum age for using Instagram is 13 years old and any children at this school
are therefore too young to be using the app.

Problems are being caused through the way it is making some children feel (very few positives, mainly
negatives including anxiety) but they often keep using the app as they worry about being left out. It is
important that all children feel that they can take control and have the confidence to be able to stop using
the app if it is upsetting them.

We work hard at school to try to keep our children safe online. This includes trying to protect their well-being
and reduce anxiety. We are not able to control what they do outside of school but are increasingly concerned
about the impact that the use of the internet is having on many of our children. Please speak with your child
and discuss this with them and help them if they are experiencing problems relating to using social media on
their phones/tablets/computers. Further advice is available by clicking the ‘e-safety’ link on our website.

Please find below two useful documents, one about Minecraft and the other about social media age
restrictions. If you have any concerns with regards to e-safety please do contact the school and we will be
happy to discuss and advise.

Yours sincerely,

Mr Peter Allen
Headteacher
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Childen love playing Minecraft. It encourages creativity and helps fo build team skills. Let's keep kids safe online

However, it's not without its risks. Immerse yourself in the world of Minecraft so you can talk

o your child abaut playing safely.

Single is safest

Single player
No one can join your child's game or
contact them in Minecraft chat.

Multiplayer

* Join any game or server, public
or private

* See, chat and inferact with othars,
whether friends or strangers

# Search for famity-friendly servers
onling. Moderated by parents they
have rules on language [ behaviour

Anonymity is best
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DLAYING WITH
STRANGERS

* |Js@ a nickname not a real name
when playing

* Avoid using birth year in nickname

* Don't reveal age, school or address
in Mingcraft chat
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Play in peace

+ Creafive mode: no monsters or death,
just fun

* Adventure mode: play with others,
fight monsters, minimal grief

+ Survival mode: collect resources,
battle monsters, manage hunger and
try to survive

Know the enemy

+ A Grigfer is any player who ruing
your child's experience.

+ Chat to your child about settings that
limit them like "Whitelisting’

* Report to the server admin anyone
who chats abusively in Minecraft chat.

Child friendly videos

Search for them online if you're
worried that your child is watching
Minecraft YouTube videos with
bad language.

NEpCC.ong. ukfminecraft
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